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DEPARTMENT OF GENERAL SERVICES

THIRD-PARTY USERS
NETWORK ACCESS AGREEMENT
1.  PURPOSE

The purpose of this agreement is to protect the Department of General Services (DGS) electronic information and network services from being compromised by third-party network users, which employ their own computing equipment to access our network.   DGS reserves the right to prevent network access that may threaten the integrity of networks, systems or data or may abuse the rights or privacy of individuals or the agency itself. 

2.  SCOPE

The scope of this agreement is to define procedures and requirements for accessing the DGS network and its use by authorized third-party users.

3. ACCESS TO NETWORK SERVICES

· A written request must be made by the DGS 3rd Party Sponsor or respective Division Director before any level of network services will be granted to 3rd party users.  
· A third-party user may be given access to all or a particular part of the services, depending on individual work requirements.   Work requirements will be detailed by the third-party sponsor on the DGS System Access Security Form and should include an estimated end date.
· All third-party users must assume responsibility for DGS network security provided to them.

· Users of central administrative systems must not share access to those systems. 

· If a third-party user has doubt concerning authorization to use any service, the individual must seek the advice of the ISS Technical Project Manager or Information Security Officer.  

· Access to the DGS network access is a privilege.   Abuse of this privilege may result in the loss of access to all or part of these services

· ISS will conduct a hands-on review of third-party Hardware and Software for compliance, before any access to the DGS network is provided
4. SYSTEM SECURITY

· If a user inadvertently obtains information to which he or she is not entitled, or becomes aware of a breach of security pertaining to any service, the user must immediately report it to the DGS third-party sponsor.

· A user must not 
· Arrive onsite to perform any work that was not previously detailed

· Perform work outside of that originally detailed without informing ISS representative or designee what work was performed and for what reason
· Add any user accounts to any system without the express prior approval ISS representative or designee responsible for the software/hardware in question.

· use any account set up for another user, nor make any attempt to find out the password of a service for which he or she has not been authorized, including accounts set up for other third party users. 

· inject or otherwise introduce computer viruses into the network or any equipment connected to the network.
· Attempt to copy, disclose, transfer, examine, rename, change, add or delete information belonging to the Agency or another user, without their express permission.

· Collect or discard any electronic, printed or magnetic output without the owner's explicit permission, or unless required to do so as part of his or her duties. 

· use DGS technology services to send or publish electronically, obscene, racist, offensive, slanderous, harassing or repetitive messages; nor in using the services, represent himself or herself as someone else, fictional or real, or as anonymous.

· Knowingly engage in any activity which adversely affects the security of networks, systems or data.   
· ISS reserves the right to perform periodic audits on third-party Hardware and Software for ongoing compliance.

5.  HARDWARE/SOFTWARE REQUIREMENTS
The Department of General Services (DGS) may provide access to the DGS network for authorized third-party users, upon a written request by the Division Director or DGS 3rd Party Sponsor, to the ISS Director.    Before network access is given, all third-party users must review, agree and sign-off on the below hardware/software requirements:  
	CATEGORY
	DESCRIPTION
	Initial if you agree to comply

	Register computer’s MAC address
	All 3rd party users must register their computer’s hardware or “MAC address”.   Guidelines for how to find your MAC address will be provided by DGS ISS, if needed.  (If you purchase a new computer or change your network card, you will provide ISS with the new MAC address.)    PC Make, Model & Mac address should be detailed as requested at end of form.
	

	Virus Protection

(Routine/ Automated Updates)
	Virus protection software (Symantec, Trend Micro, McAfee) must be installed on all PCs that connect to the network.   Virus definitions must be kept current on ALL PCs that access network.  Current is defined as no older than 7 days from the current date.  
	

	Virus Protection (New Outbreak)
	If a wide-spread virus alert is announced by your virus manufacturer or by DGS-ISS, definitions should be updated to the most currently available definition date immediately.  
	

	Operating System Security Patches
	It is expected that all computers connected to the network be maintained with the latest security patches for that particular OS.  Updates should be applied no later than two weeks after release date by OS vendor.   It is recommended that your PCs be configured to automatically download newly released security updates.
	

	Network Equipment not allowed
	Personal wireless access points, hubs, switches and related network hardware are not allowed on the DGS network without written permission from the DGS ISS Director to the 3rd Party Sponsor and respective Division Director.
	


6. ACKNOWLEDGEMENT

My signature acknowledges that I have read, understood and will adhere to all Access, System Security & Hardware/Software requirements outlined in this DGS Third-Party Network Access Agreement.   Any machine that becomes compromised or causes any problems resulting from failure to comply with any of the above items will be immediately disconnected from the network.  I also acknowledge that I will report violations immediately to my DGS Site Sponsor or Director-ISS immediately.  
	Requestor  Name

 (Type or Print)
(Signature)
	
	Company:



	
	
	Phone Number:



	PC Make/Model
	
	PC MAC Address:
	

	DGS 3rd Party Sponsor Signature:
	
	Date:
	

	Division Director Signature:
	
	Date:
	


* * * * RETURN COMPLETED FORM TO:  DGS Information Security Officer * * * * 

