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Purchasing Card Advantages

Automation @ Control (+) Visibility €  Connectivity
Paper Elimination Global Consistency A Single View Client Support
creates a cleaner, leaner in controls, purchasing into purchasing spend, from a multi-tiered,
payment experience tools, and policies enterprise and worldwide global team
PURCHASE CARD
Features Benefits
= Payment and settlement options » Latest authorization technologies
= Flexible limits and card controls * Improved corporate working capital
= Configurable reporting and data integration = Quick payment and access for suppliers
with ERP/AP systems * Adherence and enhancement of purchasing
= Multiple account types policy

* Consolidation of monthly payments
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Best Practices: Purchasing Card

Data Collection and Analysis

Gather data in order to examine and analyze your current processes for purchasing and/or travel spending
* Determine number of cards

* Estimate annual spend on the program

Process Improvement Opportunities

Identify opportunities and requirements that may help you meet expense reduction or efficiency goals
* Review and update relevant policies and procedures (mandate card usage for eligible expenses)

* Educate stakeholders and cardholders on expense, program goals and policies

Establish and document program goals

Create a compelling card program case with formal, documented goals that are clearly communicated

* Define your program size goals and obtain executive sponsorship to promote and grow the program
* Identify key program indicators (KPI), critical metrics and required data to measure success

PURCHASING CARD IRSIulsIiAGE Improve InElEEs Provide
spend working rebates and

Increase
BENEFITS purchase ST

capital/ - -
rocess transparenc incentives
P E y cash flow
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2017 Purchasing Card Benchmark Survey, RMPG Research



PCARD
Compliance
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Purchasing Card (PCARD) limits

_ Temporary i R

State Mandated Purchase Limits: Agencies can change  Submitted to DOA

Single Transaction Limit (STL) $5,000 ;ﬁ?jﬂves LA LU IEENC e e

and Credit Limit (CL) $100,000

https://www.doa.virginia.gov/reference/CAPP/CA [REUIMECIN Permanent Restriction
PP Topics Cardinal/20355.pdf Restriction Removal | Removal

Merchant Category Codes Agencies can change  Added to annual
https://www.doa.virginia.gov/reference/chargeCa  themselves forup to  exception template
rdAdmin/Charge Card/COV PCard Restriction Ta 2 weeks and submit to DOA for
ble.pdf approval.

Annual Exceptions
O Must be submitted to DOA no later than May 31,
Proper Use of the PCARD

v’ Use the PCARD on official Commonwealth’s purchases less than $5,000.

v" Only send requests to CCA team on temporary or permanent limit increase if
over the State mandated limits.
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https://www.doa.virginia.gov/reference/CAPP/CAPP_Topics_Cardinal/20355.pdf
https://www.doa.virginia.gov/reference/chargeCardAdmin/Charge_Card/COV_PCard_Restriction_Table.pdf

Let’s talk about PCARDS...

U Question 1
U Question 2
U Question 3
U Question 4
U Question 5
L Question 6
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Transparency
& Forecasting
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Features and capabilities to improve efficiency

Technology Works®

An innovative application to support your domestic card solutions

Simple management reporting
- Online, on-demand, configurable reporting
- Spend by vendor reports
Unique cardholder, manager, auditor, accountant and .
administrator permissions are accommodated
HR data feeds for account, addition, deletion, and

. Real-time
maintenance manipulation
= Level lll purchasing and travel data = g———— of credit
= Online card request functionality OLR availability
= Ability to upload electronic receiptimages g
* Integration with all expense reporting tools
Tools to make card the payment method of choice Easy
integration
Real-time card controls Into your ERP
system
Funds pre-approval process
Declining balance card issuance
Merchant Category Code (MCC) restrictions and
transaction limits to purchasing authority Online
Card issuance or suspension hierarchy
management

Card
maintenance
and Active
Card Controls

Pre-approval
and post-
approval
workflows

Spend
monitoring for
encumbered funds,
discretionary/
incremental
funds
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Emergency Cards (EC)

EC's are activated only in times of a declared Emergency Event. When
the event is over or during non-emergency times, the card will remain in
a suspended status.

EC typically have an STL and CL in line with state mandated guidelines
($5,000 - $100,000).

EC's have the option for cash withdrawal.
EC’s can have all restrictions removed.

Policies and procedures for Emergency Cards are created internally
within agencies. These policies should outline the business need, access
to cash, reconciliation, etc. A copy of the documentation will need to be
forwarded to DOA for approval.

Card implementation is handled by Bank of America.
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Missed Card Payment Opportunities

Purchasing charge cards (PCARD) is the preferred payment method of
the Commonwealth to pay suppliers for goods and services under
$5,000. Agencies are expected to use the PCARD unless the supplier
does not accept credit card as a form of payment.

If an agency neglected to utilize the Pcard to pay a vendor, it is an
opportunity lost for the Commonwealth to maximize the program
efficiency.

CCA team performs a Utilization report on a quarterly basis to
continuously monitor the card usage for each agency. The Utilization
report also includes the accuracy and timeliness of payments.

As of FY19 4th Quarter, the State threshold was 70% and the State
Utilization average was 91%.
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Why do we still write checks?
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Other Payment Options

- Electronic Data Interchange Virtual Payables
(EDI)

How it works?

Fees?

Availability of
Sunds?

Notifications?

Remattance
imformation?

Enrollment?

Electronic transfer of funds
(direct deposit)

Free for vendors

Funds available on the
approved due date

Email notification sent one day
prior to deposit date

Vendors need to logon to REDI
VA website to view remittance
information

DOA EDI team handles the
enrollment

Funds are transferred through a
dedicated credit card

Vendor’s bank merchant fees applies

Funds available 14 days earlier from
the approved due date

Email notification sent one day prior
to deposit date

Remittance information is readily
available from the email notifications

Bank of America handles the
enrollment
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Fraud, Misuse
and Control
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Best Practices: Audit & Controls

Agency Audit

‘ Process

'o Client

Controls

o, Program

- Administrators

’ Cardholders

Audits should be scheduled, random and unannounced

First audit should be within 60-90 days or at end of first statement cycle

Additional audits should take place post training or with changes in process
Communicate audit findings to key stakeholders

Include these metrics: high risk transactions, employees with multiple disputes,
cardholder with highest dollar amounts and/or transaction volume and reconciliation
process

Create guidelines for card issuance and handling
Create internal procedures
Create policies and business rules

Ensure cardholder statement reconciliation is completed in a timely manner
Monitor declined authorizations for signs of merchant or cardholder abuse
Consider MCC restrictions and spending thresholds

Manage credit limits based on cardholder spending needs

Report non-receipt of cards immediately

* Do not provide individual account number to merchant to keep on file
* Report any suspicion of fraud immediately

Contact fraud team prior to international trips to prevent declined transactions
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Shifting fraud threats creates new challenges

Fastest growing methods of card fraud

Card not present (CNP) — Fastest growing type of card fraud

Transaction occurs without the physical card
present via phone, mail, internet or other
electronic means

Q Fallback — bypassing chip security

When a chip card is used at a chip-reading device, but the
cardholder uses the magnetic stripe or has the card manually q

keyed allowing counterfeit card use

CP

e Account Take Over (ATO)
Masquerading, phishing and smishing

Using a person’s account information a

to purchase products and services
Forum2019 Unlocking the Potential of Procurement

are used to get personal information
and create new accounts




Cardholder’s Role in Preventing Credit Card Fraud

Actions you can take to reduce the risk of card fraud

n Use your chip whenever possible — request it when chip reader is
available

Know your PIN — many transactions declined due to incorrect PIN

Receive mobile alerts for real-time visibility into potentially
u fraudulent transactions

/ Verify name, address, and CVV (3 digit code) for online transactions —
many transactions declined due to incorrect data

Report any suspicious card activity immediately
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Business Role in Preventing Credit Card Fraud

Actions businesses can take to reduce chances of card fraud

" Expand virtual payment solution spend

N

/ Differentiate user names and passwords across platforms

n Establish MCC controls, defined cardholder benefits and
activity alerts

ﬁ Segregate card request and approval duties

O O Review transactions and report suspicious transaction
activity to bank immediately
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Global Card Access

Global Card Access is a single, online site with robust security

features to deliver corporate card tools. PRI

GO @

Cardholder Account Dashboard

View important account details such as your
credit limit, current balance, available credit,
and recent card activity.

Online PIN Check

Cardholders are able to view their PIN in
two simple, secure steps.!

Alerts

Receive alerts through SMS text message,
email or phone call to help protect your card
from fraudulent activity.?

Coming Soon:

One global cardholder site
View electronic statements
Change your PIN3

Everything that a cardholder needs in one place.

SUSPICIOUS ACTIVITY

Proactive notification of activity
outside your normal purchasing pattern

TRANSACTION ACTIVITY

» Cash withdrawals

* Transactions declined

* Transactions exceeding specified
dollar amounts

* Transactions made via the phone or
mail

ACCOUNT ACTIVITY

* New card requested

* Personal information updated
* Payment due

* Payment received

www.bofaml.com/globalcardaccess

1. Available in North America, EMEA, India and Australia. 2. Available in North America with planned expansion to EMEA and APAC 3. Coming in 2020 to North America with planned expansion to EMEA and APAC.



Questions? @

CCA- cca@doa.virginia.gov

Virtual Payables- ecommerce@doa.virginia.gov
EDI- edi@doa.virginia.gov

CCA Hotline- 804-786-0874

EDI Hotline- 804-692-0473
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Notice to Recipient

"Bank of America Merrill Lynch" is the marketing name for the global banking and global markets businesses of Bank of America Corporation. Lending, derivatives and other commercial banking
activities are performed globally by banking affiliates of Bank of America Corporation, including Bank of America, N.A., Member FDIC. Securities, strategic advisory, and other investment banking
activities are performed globally by investment banking affiliates of Bank of America Corporation ("Investment Banking Affiliates"), including, in the United States, Merrill Lynch, Pierce, Fenner & Smith
Incorporated and Merrill Lynch Professional Clearing Corp., both of which are registered as broker-dealers and Members of SIPC, and, in other jurisdictions, by locally registered entities. Merrill Lynch,
Pierce, Fenner & Smith Incorporated and Merrill Lynch Professional Clearing Corp. are registered as futures commission merchants with the CFTC and are members of the NFA. Investment products
offered by Investment Banking Affiliates: Are Not FDIC Insured * May Lose Value * Are Not Bank Guaranteed.

This document is intended for information purposes only and does not constitute a binding commitment to enter into any type of transaction or business relationship as a consequence of any
information contained herein.

These materials have been prepared by one or more subsidiaries of Bank of America Corporation solely for the client or potential client to whom such materials are directly addressed and delivered (the
“Company”) in connection with an actual or potential business relationship and may not be used or relied upon for any purpose other than as specifically contemplated by a written agreement with us.
We assume no obligation to update or otherwise revise these materials, which speak as of the date of this presentation (or another date, if so noted) and are subject to change without notice. Under no
circumstances may a copy of this presentation be shown, copied, transmitted or otherwise given to any person other than your authorized representatives. Products and services that may be referenced
in the accompanying materials may be provided through one or more affiliates of Bank of America, N.A.

We are required to obtain, verify and record certain information that identifies our clients, which information includes the name and address of the client and other information that will allow us to
identify the client in accordance with the USA Patriot Act (Title Il of Pub. L. 107-56, as amended (signed into law October 26, 2001)) and such other laws, rules and regulations.

We do not provide legal, compliance, tax or accounting advice.
For more information, including terms and conditions that apply to the service(s), please contact your Bank of America Merrill Lynch representative.

Investment Banking Affiliates are not banks. The securities and financial instruments sold, offered or recommended by Investment Banking Affiliates, including without limitation money market mutual
funds, are not bank deposits, are not guaranteed by, and are not otherwise obligations of, any bank, thrift or other subsidiary of Bank of America Corporation (unless explicitly stated otherwise), and are
not insured by the Federal Deposit Insurance Corporation (“FDIC”) or any other governmental agency (unless explicitly stated otherwise).

This document is intended for information purposes only and does not constitute investment advice or a recommendation or an offer or solicitation, and is not the basis for any contract to purchase or
sell any security or other instrument, or for Investment Banking Affiliates or banking affiliates to enter into or arrange any type of transaction as a consequent of any information contained herein.

With respect to investments in money market mutual funds, you should carefully consider a fund’s investment objectives, risks, charges, and expenses before investing. Although money market mutual
funds seek to preserve the value of your investment at $1.00 per share, it is possible to lose money by investing in money market mutual funds. The value of investments and the income derived from
them may go down as well as up and you may not get back your original investment. The level of yield may be subject to fluctuation and is not guaranteed. Changes in rates of exchange between
currencies may cause the value of investments to decrease or increase.

We have adopted policies and guidelines designed to preserve the independence of our research analysts. These policies prohibit employees from offering research coverage, a favorable research rating
or a specific price target or offering to change a research rating or price target as consideration for or an inducement to obtain business or other compensation.

Copyright 2019 Bank of America Corporation. Bank of America N.A., Member FDIC, Equal Housing Lender.
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