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Game Time 



What is a Phishing Attack? 

• It is the practice of sending fraudulent 
communications that appear to come 
from a reputable source.

• It occurs when an attacker dupes a 
victim into opening an email, instant 
message, or text message.

• The goal is to steal information or to 
install malware on the victim’s 
machine. 



Why do They Attack? 

• Hand over sensitive information. 

• Download malware. 



Types of Attacks 

• CEO Fraud/Business Email Compromise

• Clone phishing

• Domain spoofing

• Evil Twin

• HTTPS phishing



Types of Attacks 

• Smishing

• Spear phishing

• Whaling

• Vishing

• Watering hole phishing



Statistics

62%



Amazon Prime Day

• Emails disguised to look like they come 
straight from Amazon itself.

• The emails have PDFs attached that 
contain links that direct victims to a website 
that look identical to the Amazon login 
page.

• The fake Amazon site harvests information 
from unsuspecting victims who find 
themselves on the page.



Voice Mail Notification





Email or Text



Text



Prevention 

• Education

• Check the spelling of URLs

• Watch out for URL redirects

• Don't post personal data



Prevention

• Avoid strangers

• Does it make sense

• Never give out personal or financial 
information requested via email

• Don’t trust links or attachments in 
unsolicited emails/texts



Prevention
• Use a password manager

• Verify suspicious communications through 
official channels

• Turn on two-factor authentication

• Use websites that are secure and encrypted

• Install Anti Phishing Software 



What to do if you are Hacked? 

• Call your credit card company

• Change the password on all of your 
accounts

• Join a credit monitoring service 

• Contact your organization’s help desk



Review

•Introduction
•Types
•Scenarios
•Prevention
•Review
•Q&A 



Watch out 
for those 

crocodiles!
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